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ﬁ TCP repair mode

s &35 kernel Z 5 ES LUV
s Al

= Linux Kernel 3.5T#HLLY—I SN T EE
a '_CISE?REPAIREL\:)‘/’T‘JFT7°°/3>75§¥J?§§
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ﬁ Repair mode TH kS &

= connect()%,

1LVT . ERRIZIEERFREL TL

1< THESTABLISHEDIZ 9 4

s h—rDEH
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= FIN_WAIT, TIME WAITZ#&& B JIZ

close()
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1. iptables T#HF/\rybET 09
« iptables -D INPUT -s 192.168.10.222/32 -d

192.168.10.102/32 -p tcp -m tcp --sport 58085 --dport
12345 -j DROP

2. repair modelZ#81T
- setsockopt(sockfd, SOL_TCP, TCP_REPAIR, ...);

3. fEGIERO IS/ /Ny 21— DO
4. Close()
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sock = socket(...);
repair modelZ#& 1T
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bind()

connect()
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ﬁ crtools

= an utility to checkpoint/restore a process
tree
« http://criu.org/CR_tools
= "CRIU is sub-project of OpenVZ"

s TCPEyLa I+ T, TEERBA%E
freeze/dump to file/restore§ 3£ 5

» H475£0SS projectTcheckpoint/restorett
FAHMNEHL TSRk
= http://criu.org/What_software_is_supported
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i crtools®build

s Ver 0.2H° g1(09/20)IZH TE9 HS.
SHL-DI(0.1
= Ubuntu 12.10 beta x86 64

= $ git clone git://qgit.criu.org/crtools.git

= $ make

= 8 Zwarning&herror&EM B A3, 2,37FTE
L IZIE 9 &buildH k& 1=
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ﬁ REF. ETOHAR

= echo-server-nofork-fdopen.c
= H—/\: Ubuntu 12.10 (192.168.10.102)
s 7747k Debian 6.0 (192.168.10.222)

s Hfifrecho—/\
» selecttforktLELND T, — DD connect

= mitty@quantal:~/tcp-repair$ gcc echo-server—nofork-fdopen. ¢
= mitty@quantal:~/tcp-repair$ ./a.out 12345

= mitty@quantal:~§ sudo Isof —-i | grep 12345
a.out 12327 mitty 3u IPv4 18417 0to TCP %:12345 (LISTEN)
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connect to server

x telneta <> K Techot —/ A\~

= debian$ telnet 192.168.10. 102 12345
= mitty@quantal:~$ sudo Isof —i | grep 12345

a.out 12327 mitty 3u [Pv4 18417 0t0 TCP *:12345 (LISTEN)
a.out 12327 mitty 4u [Pv4 18418 0t0 TCP 192.168. 10. 102:12345->192. 168. 10. 222:58085 (ESTABLISHED)
a.out 12327 mitty bu [Pv4 18418 0t0 TCP 192.168. 10. 102:12345->192. 168. 10. 222:58085 (ESTABLISHED)

s J7AILTARI)TA

= J3Taccept
= 4 T client™~write
= 5 =dup(4) ZRL TclientHrisread
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dump tcp connection to files

= mitty@quantal :"$ sudo . /crtools/crtools dump ——tcp-
established -t 12327
Error (libnetlink.c:44): ERROR 2 reported by netlink

= mitty@quantal :"§ Is -1 *. img

-rw—r—r— 1 root root 466 Sep 6 16:11 core—-12327. img
-rw—r—r— 1 root root 58 Sep 6 16:11 creds—-12327. img
-rw—r—r— 1 root root 4 Sep 6 16:11 eventfd. img
-rw—r—r— 1 root root 4 Sep 6 16:11 eventpoll. img

s IT5—I[FHTULBA, dumpH k7=

= mitty@quantal :"$ sudo iptables-save | grep 12345

—-A INPUT -s 192.168.10.222/32 —-d 192.168.10.102/32 —p tcp —m tcp —
sport 58085 —dport 12345 —-j DROP
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restore from files

= mitty@quantal :"§ sudo . /crtools/crtools restore ——tcp-
established -t 12327

= mitty@quantal:~$ sudo Isof —i | grep 12345
a.out 12327 mitty 3u IPv4 21686  Ot0 TCP *:12345 (LISTEN)

a.out 12327 mitty 4u [Pv4d 21688 0t0 TCP 192.168. 10. 102:12345-
>192.168.10. 222:58085 (ESTABLISHED)

a.out 12327 mitty 5u IPv4 21688 0t0 TCP 192.168. 10. 102:12345-
>192.168.10. 222:58085 (ESTABLISHED)

s BTEnt-
= iptables® % 7€ [ddeleteL TN ALY

= mitty@quantal:~$ sudo iptables -D INPUT -s
192.168.10. 222/32 -d 192.168.10.102/32 —p tcp -m tcp —
sport 58085 ——dport 12345 - DROP
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